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Types of attack

* Al powered attacks
* Very personalized
* Automated exploits
* Quickly learns patterns
* Enhanced password cracking

* Deep fake

* Quantum computing
* Do you encrypt data today?

* Scrape and Store
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Types of attack

* Human error
* Most common type
* Phishing

* Malware

Greater Manchester Police ransomware attack
another classic demo of supply chain
challenges
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targeting EV drivers: Video reveals
how fraudsters are sticking fake QR
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+ Fake QR codes are targeting electric vehicle owners trying to charge their car
+ Have YOU been tricked by fake QR code? Contact matt.drake@mailonline.co.uk
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Are you secure?

* Do you test your security?
* 3 Party certifications

SSL Labs

Shodan.io

Shodan.io

* Powerful loT / Device search engine

Easy to find devices and look for vu
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Date: Thu, 1s Feb 2024 9:08:15 G
Transfer-Encoding: chunked

SHODAN = Pricing z [ n I Home Projects  Qualys Free Trial  Contact
Qualys. ssL Labs
You ae here: Home » Prjacts » SSL Server Tes » bfost mobiusnehvors o u > 2606470020000 631a Te
TOTALRESULTS 6 View Report [0 View on Map SSL Report: bifrost.mobiusnetworks.co.uk (2606:4700:20:0:0:0:681a:7e)
281 Assessed on: Tue. 23 Jan 2024 134037 UTC | HIDDEN | Clear cache Scan Another »
Access Granted: Want o get more out of your existing Shodan account? Check out everything you have acce
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Visit our

“This site works only in browsers with SNI support.

Home  Projects  Qualys Free Trial  Contact

Qualys. ssL Labs

You are here: Home > Projects > SSL Server Test > Wi visimm com

SSL Report: www.vtsimm.com (203.89.189.42)

[Assessed on: Tue, 23 Jan 2024 13:14:25 UTC | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Protocol Support

Key Exchange

Inerabilities

Visit 1d book he

This server supports SSL2,

insecure, T Grade setto F. MOREINFO»

* The hackers never stop evolving :

Security needs investment

* And constant monitoring
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<head>
<link rel="icon" href="/ocpp/static/images/favicon.ico™ type="image/x-icon" />
<link rel="shortcut icon" href="/Jocpp/stetic/imeges/favicon.ico™ type="image/x-icon™ />
<link rel="stylesheet" type="text/css" href="Jocpp/static/css/style.css"s
<titlerBeep - Login</title>
</head>
<body>
<div class="main"»
<!--<div class="top-banner"><div class="container"><a href:
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<div class="top-menu"><a href="/ocpp/manager/home"><img clas
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<div class="main-wrapper”>
<div class="content">
<section><span>Sign In</span></section>
<form method="POST" action="/ocpp/manager/signin”>
<table class="userInput">
<tr><tds>Name:</td><td><input type="text" name="username" id="username” required /></td></tr>
<trr<tdrPassword: </td><td><input type="password" name="password” id="password” required /></td></tr>
<tre<td></td><td id="add space"><input type="submit" walue="Sign In"»</td></tr>
</table>
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‘This serveris vulnerable to the POODLE attack. If possible, disable SSL 3 to mitigate. Grade capped to C. MOREINFO»

This server

Grade capped t0 B. MORE INFO »

This server

with older protocols. MORE INFO»

This server supports TLS 1.0 and TLS 1.1. Grade capped to B. MORE INFO »

G g|e beep-live default username and password x

o}
0

L]

Videos Reddit Images News Books Maps Flights Finance

About 4,690,000 results (0.43 seconds)

Server Fault
hitps:#iserverfault.com : questions > whats-the-defaull-...

What's the default username and password for an Ubuntu ...

15 Jun 2009 — In the latest 22.04 versions of Ubuntu, the username is the same as the
computer name. The password is blank. On ISOs that use the Ubiquity ..

5 answers - 41 votes: Try 'ubuntu’ with an empty password. If that doesn't work. you're probabl...
Missing: beep- | Show results with: beep-
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Procurement

* What to request as part of procurement

Cyber Essentials (Plus)

Patching and maintenance plan
Evidence of vulnerability scanning
Evidence of PEN tests

SOC/SIEM

Endpoint Detection and Response plan

2FA/MFA

2FA MFA
0 ® b @
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REPORTING
»

Requires you to prove your Requires you to prove your
identity twice. identity multiple times.

MANAGEMENT
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You can’t be a little bit secure

jonl@mobiusnetworks.co.uk
07880187045

https: / /www.linkedin.com /in /lyonsjon
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