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Types of attack?
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• AI powered attacks
• Very personalized
• Automated exploits
• Quickly learns patterns
• Enhanced password cracking
• Deep fake

• Quantum computing
• Do you encrypt data today?
• Scrape and Store

Types of attack
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• Human error
• Most common type
• Phishing
• Malware

• Supply chain breaches
• Only as secure as the weakest link

• IoT Attacks
• DDoS
• High volume of devices

Types of attack
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National Critical Infrastructure
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• What is the risk?
• Customer details
• Payment (QR code scam)
• Failed charging
• Downtime
• Massive power outages

EV Charging Infrastructure
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Minimising the risk
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• Do you test your security?
• 3rd Party certifications
• SSL Labs
• Shodan.io

• Shodan.io
• Powerful IoT / Device search engine
• Easy to find devices and look for vulnerabilities 

• The hackers never stop evolving
• Security needs investment
• And constant monitoring

Are you secure?
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• What to request as part of procurement
• Cyber Essentials (Plus)
• Patching and maintenance plan
• Evidence of vulnerability scanning
• Evidence of PEN tests
• SOC/SIEM
• Endpoint Detection and Response plan
• 2FA/MFA

Procurement 
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You can’t be a little bit secure
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