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Cyber as a threat How DFT Overview of
to Transport approaches cyber challenges
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Jaguar Land Rover Allegedly Hacked — Threat B Split Airport hacked by Akira ransomware gang
Actor Leaked 700 Internal Documents
TfL cyber attack: What you need to UK rail network Merseyrail likely hit by Lockbit ransomware

Major UK transport company Go-Ahead
battles cyber-attack

Firm says software used to schedule bus services hit but
Thameslink rail operations not affected

It’s not just CrowdStrike - the
cyber sector is vulnerable

Train station Wi-Fi cyber attack:
London's biggest hubs including

King's Cross and Waterloo hit by Cyberattack Disrupts Japan Airlines Operations,
. \ Delays Over 40 Flights
"Islamophobic cyber attack

DP World hack: port operator gradually

LIVE: Manchester Airport website goes down as Russian [l restarting operations around Australia
hackes'claim responsiity after cyber-attack
Plane‘rs are having

it MOVEit hack: BBC, BA and Boots
* iy among cyber attack victims
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Actor

Motivation

Standard Methodology

State Actor

Criminal
Terrorists

Script
Kiddies
Hacktivists

Insider
Threat

Gathering intelligence disrupting
critical infrastructure, stealing
intellectual property, and
undermining geopolitical rivals.

Potential for monetary reward.
Spreading propaganda, disrupting

critical infrastructure, and instilling
fear through cyberattacks.

Boredom, curiosity, desire for
notoriety in the hacking community.

Promote political, social, or
ideological causes.

Financial gain, revenge, ideological
reasons.

Highly skilled and well-funded — zero-
day exploits, supply chain attacks,
sophisticated social engineering
tactics

Phishing attacks, ransomware,
malware, identity theft

Cyber attacks that cause physical
harm or disrupt public services.

Low-sophistication attacks including
targeting unpatched systems and
weak passwords. Cyber-attack as a
service purchases.

Defacing websites, DDoS attacks,
leaking sensitive information.

Use legitimate access to systems for
data theft, sabotage, or unintentional
breaches due to negligence.



CYBER IN DFT
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/ NSD Cyber Team \

Acts as a central cyber team
for DfT, focus is cyber security
of transport sector (road, rail,
maritime & aviation).

Acts as both policy lead and
Regulator including for some
DfT ALB transport operators.

Enforces the Network &
Information Systems
Regulations 2018 (NIS) for

\ road, rail and maritime /

é R

DfT modal resilience teams

Road, Rail, Maritime &
Aviation

Support cyber team (and vice
versa) by delivering modal
resilience policy, including

cyber e.g. guidance, specific

changes to modal legislation,
broader engagement
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NSD CYBER TEAM
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PROGRAMME: Understanding threats & vulnerabilities,
TTTTTT Horizon scanning (threat & tech), programme management
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1

ﬂ THREAT & RISK: Cyber Methodologies, Emerging Tech — Al,

Quantum, Risk (Modal, cross sector)

REGULATORY POLICY: New/Amending Regulations (Policy development),
Supply Chains

~ 1 »

EXERCISING & INCIDENT MANAGEMENT : DfT Response, Exercising:

ﬂ Internal & External (cross sector), Industry Comms (crisis, alerts)
S

REGULATORY COMPLIANCE (CYBER): Enforces NIS (2018) Regulations, regulatory
guidance
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CYBER COMPLIANCE

Network & Information NSD Cyber NIS Regulated Entities

Systems (NIS) Regulations
2018




CYBER CHALLENGES
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